




Many people keep mixing up cinder and swift. It’s worthwhile to review different 
storage types once again. Answer any questions.





Eventual consistency is a consistency model used in distributed computing that 
informally guarantees that, if no new updates are made to a given data item, 
eventually all accesses to that item will return the last updated value. 
(http://en.wikipedia.org/wiki/Eventual_consistency)



Talk about CAP theorem here (http://en.wikipedia.org/wiki/CAP_theorem):
In theoretical computer science, the CAP theorem, also known as Brewer's theorem, 

states that it is impossible for a distributed computer system to simultaneously 
provide all three of the following guarantees:
- Consistency (all nodes see the same data at the same time)

- Availability (a guarantee that every request receives a response about whether it 
was successful or failed) – no guarantee of success

- Partition tolerance (the system continues to operate despite arbitrary message loss 

or failure of part of the system)

Here we talk about Partition tolerance and Availability.
Swift sacrifices Consistency in some cases - Eventually Consistent
Eventual consistency is a consistency model used in distributed computing that 

informally guarantees that, if no new updates are made to a given data item, 
eventually all accesses to that item will return the last updated value. 

(http://en.wikipedia.org/wiki/Eventual_consistency)

http://programmerthoughts.com/openstack/swift-tech-overview/

Swift achieves high scalability by relaxing constraints on consistency. While swift 
provides read-your-writes consistency for new objects, listings and aggregate 
metadata (like usage information) may not be immediately accurate. Similarly, 



reading an object that has been overwritten with new data may return an older 
version of the object data. However, swift provides the ability for the client to request 
the most up-to-date version at the cost of request latency.
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The proxy server is a server process that provides the swift API.
The swift storage servers provide the on-disk storage for the cluster. There are three 
types of storage servers in swift: account, container, and object. Each of these servers 
provide an internal REST-full API.
Swift’s consistency servers are responsible for finding and correcting errors caused by 
both data corruption and hardware failures.

The Container Server's primary job is to handle listings  of objects.  It
doesn't know where those objects are, just what objects are in a specific
container. The listings are stored as  sqlite database files, and replicated
across the cluster similar to how objects are. Statistics are also tracked that
include the total number of objects, and total storage usage for that
container.

The  Object Server is a very simple blob storage server that can store,
retrieve and delete objects stored on local devices. Objects are stored as
binary  files  on the filesystem with metadata stored in the file's extended
attributes  (xattrs).   This  requires  that  the  underlying filesystem
choice  for  object  servers  support xattrs on files. Some filesystems, like
ext3, have xattrs turned off by default.  Each object is  stored  using  a
path  derived from the object name's hash and the operation's timestamp. Last



write always wins,  and  ensures  that  the latest  object  version will be
served. A deletion is also treated as a version of the file (a 0 byte file
ending with ".ts", which stands  for tombstone).  This  ensures  that deleted
files are replicated correctly and older versions don't magically reappear due
to failure scenarios.

The Account Server's primary job is to handle listings of containers. The listings 
are stored as sqlite database files, and replicated across the cluster similar to 
how objects are.

The account/container/object auditor crawls the local account/container/object  
system  checking  the
integrity  of account/container/object objects. If corruption is found (in the case of bit
rot, for example), the file is quarantined,  and  replication  will replace the
bad file from another replica.
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How swift nodes are deployed in the real life.

Storage nodes run all the servers we mentioned in the previous slide, so contrary to 
what one may think, they are actually cpu and network io intensive.







http://docs.openstack.org/trunk/openstack-object-storage/admin/content/installing-
and-configuring-storage-nodes.html
Use a single partition per drive. For example, in a server with 12 disks you may use 
one or two disks for the operating system which should not be touched in this step. 
The other 10 or 11 disks should be partitioned with a single partition, then formatted 
in XFS.
Each drive is a single physical partition:
mkfs.xfs -i size=1024 /dev/sdb1
echo "/dev/sdb1 /srv/node/sdb1 xfs noatime,nodiratime,nobarrier,logbufs=8 0 0" >> 
/etc/fstab

We show only 1 drive per server, but the number of them might and probably will be 
more.

http://docs.openstack.org/trunk/openstack-object-storage/admin/content/installing-and-configuring-storage-nodes.html


As the only system in the swift cluster that communicates with clients, the proxy is 
responsible for coordinating with the storage servers and replying to the client with 
appropriate messages (Availability).
The proxy is an HTTP server that implements swift’s REST-ful API. All messages to and 
from the proxy use standard HTTP verbs and response codes. This allows developers 
building clients to interact with swift in a simple, familiar way.

DHT – Distributed Hash Tables





Can specify number of replicas when creating the ring
Checksum – md5sum of the bytes – when get/put the objects
128 bits
20 megs is avg size of ring
Err on the side of too big and use more memory

Md5 hash <- hash path

Ring has a static mapping

Ring files are endian aware of the machine that generated it and will appropriately 
byteswap if necessary 
on the machine that will deserialize it. 



http://en.wikipedia.org/wiki/Hash_function
A hash (hash value, hash code, hash sum, checksum) - the value returned by hash 
function.
A hash function is any algorithm that maps data of variable length (like name (URL) in 
Swift case) to data of a fixed length.
Md5sum is used as a hash function in Swift (128-bit (16byte) length – 32 hex digits)

http://greg.brim.net/page/building_a_consistent_hashing_ring.html
Probably the simplest hash is just a modulus of the hash. For instance, if all hashes are 
numbers (which they are for md5sum) and you have two machines you wish to 
distribute data to, you could just put all odd numbered hashes on one machine and 
even numbered hashes on the other. Assuming you have a balanced number of odd 
and even numbered hashes, and a balanced data size per hash, your data would be 
balanced between the two machines.
Another benefit of using an MD5 is that the resulting hashes have a known even 
distribution, meaning your hashes will be evenly distributed without worrying about 
keeping the hash values themselves evenly distributed.
Const – a lot of reshuffling of data when adding a node

This is where the DHT, consistent hashing and the "ring" really come in. We can assign 
ranges of hashes directly to nodes and then use an algorithm that minimizes the 

http://en.wikipedia.org/wiki/Hash_function
http://greg.brim.net/page/building_a_consistent_hashing_ring.html


changes to those ranges.
The way of displaying the such DHT is in a form of a circle – “ring”.
Back to our small scale, our hashes range from 0 to 2^128. We have two nodes and 
we'll assign data ids 0-2^64 to node 0 and 2^64+1-2^128 to node 1. Later, when we 
add node 2, we can take half the data ids from node 0 and half from node 1, 
minimizing the amount of data that needs to move.
Okay, that is better. But still, moving 50% of our data to add 1% capacity is not very 
good.

We can minimize the change to a node's assigned range by assigning several smaller 
ranges instead of the single broad range we were before. This can be done by creating 
"virtual nodes" for each node. The picture above each node has 2 “virtual nodes” and 
there 4 “real nodes” on the system.
Those “virtual nodes” are called partitions.
It’s also easier to always keep the partition count a power of two. This makes it easy to 
just use bit manipulation on the hash to determine the partition rather than modulus.

http://julien.danjou.info/blog/2012/openstack-swift-consistency-analysis
We can also define a weight for each node, in order for some nodes to get more 
partitions than others.
Unfortunately, the number of virtual nodes created at the beginning can never change 
for the life of the cluster without a lot of careful work.
A good rule to follow might be to calculate 100 partitions to each real node (physical 
drive) at maximum capacity. This would allow you to alter the load on any given node 
by 1%, even at max capacity, which is pretty fine tuning. It might seem like we'd use up 
way too much memory, but the only structure this affects is the virtual node to real 
node mapping.

Now, to assure availability and partitioning (as seen in the CAP theorem) we also want 
to store replicas of our objects. By default, Swift stores 3 copies of every objects, but 
that's configurable.
In that case, we need to store each partition defined above not only on 1 node, but on 
2 others. So Swift adds another concept: zones. A zone is an isolated space that does 
not depends on other zone, so in case of an outage on a zone, the other zones are still 
available. Concretely, a zone is likely to be a disk, a server, or a whole cabinet, 
depending on the size of your cluster. It's up to you to chose anyway.
Consequently, each partitions has not to be mapped to 1 host only anymore, but to N 
hosts. Each node will therefore store this number of partitions:
number of partition stored on one node = number of replicas × total number of 
partitions ÷ number of node 
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http://docs.openstack.org/trunk/openstack-object-storage/admin/content/preparing-
the-ring.html

The first step is to determine the number of partitions that will be in the ring. We 
recommend that there be a minimum of 100 partitions per drive to insure even 
distribution across the drives. A good starting point might be to figure out the 
maximum number of drives the cluster will contain, and then multiply by 100, and 
then round up to the nearest power of two.
For example, imagine we are building a cluster that will have no more than 5,000 
drives. That would mean that we would have a total number of 500,000 partitions, 
which is pretty close to 2^19, rounded up.
It is also a good idea to keep the number of partitions small (relatively). The more 
partitions there are, the more work that has to be done by the replicators and other 
backend jobs and the more memory the rings consume in process. The goal is to find a 
good balance between small rings and maximum cluster size.
The next step is to determine the number of replicas to store of the data. Currently it 
is recommended to use 3 (as this is the only value that has been tested). The higher 
the number, the more storage that is used but the less likely you are to lose data.
It is also important to determine how many zones the cluster should have. It is 
recommended to start with a minimum of 5 zones. You can start with fewer, but our 
testing has shown that having at least five zones is optimal when failures occur. We 

http://docs.openstack.org/trunk/openstack-object-storage/admin/content/preparing-the-ring.html


also recommend trying to configure the zones at as high a level as possible to create as 
much isolation as possible. Some example things to take into consideration can include 
physical location, power availability, and network connectivity. For example, in a small 
cluster you might decide to split the zones up by cabinet, with each cabinet having its 
own power and network connectivity. The zone concept is very abstract, so feel free to 
use it in whatever way best isolates your data from failure. Zones are referenced by 
number, beginning with 1.

17
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http://docs.openstack.org/trunk/openstack-object-storage/admin/content/preparing-
the-ring.html
Rebalance:
This will distribute the partitions across the drives in the ring. It is important whenever 
making changes to the ring to make all the changes required before running 
rebalance. This will ensure that the ring stays as balanced as possible, and as few 
partitions are moved as possible.
<min_part_hours> is the time in hours before a specific partition can be moved in 
succession (24 is a good value for this).
<min_part_hours> is number of hours to restrict moving a partition more than once

http://manpages.ubuntu.com/manpages/precise/man8/swift-ring-builder.8.html
Devices can have metadata associated with them

http://docs.openstack.org/trunk/openstack-object-storage/admin/content/preparing-the-ring.html
http://manpages.ubuntu.com/manpages/precise/man8/swift-ring-builder.8.html












The request flow for creation of Container or an Account is exactly the same as for the 
file



That's the role of the swift-{container,account,object}-replicator

processes. These processes run on each node part of a zone and 

replicates their contents to nodes of the other zones.

When they run, they walk through all the contents from all the 

partitions on the whole file system and for each partition, issue a 

special REPLICATE HTTP request to all the other zones responsible 

for that same partition. The other zone responds with information 

about the local state of the partition. That allows the replicator process 

to decide if the remote zone has an up-to-date version of the partition.





But if one of the zone is failing, you can't upload all your copies in all zones at the 
upload time. So you need a mechanism to be sure the failing zone will catch up to a 
correct state at some point.
That's the role of the swift-{container,account,object}-replicatorprocesses. This 
processes are running on each node part of a zone and replicates their contents to 
nodes of the other zones.
When they run, they walk through all the contents from all the partitions on the whole 
file system and for each partition, issue a special REPLICATEHTTP request to all the 
other zones responsible for that same partition. The other zone responds with 
information about the local state of the partition. That allows the replicator process to 
decide if the remote zone has an up-to-date version of the partition.









The object updater is responsible for updating object information in container
listings.  It will check to see if there are any locally queued updates on  the
filesystem  of  each devices,  what  is also known as async pending file(s),
walk each one and update the container listing.

For example, suppose a container server is under load and  a new  object is
put into the system. The object will be immediately available for reads as soon
as  the  proxy  server responds  to  the  client  with success. However, the
object server has not been able to update the object listing in the container
server.   Therefore,  the  update would be queued locally for a later update.
Container  listings,  therefore, may  not  immediately  contain the object.
This is where an eventual consistency window will  most  likely come  in  to
play.





RLA – repair level analysis

The Swift Recon middleware provides general machine statistics, such as 
load average, socket statistics, /proc/meminfo contents, and so on, as 
well as Swift-specific metrics:

● The MD5 sum of each ring file.
● The most recent object replication time.
● Count of each type of quarantined file: Account, container, or 

object.
● Count of “async_pendings” (deferred container updates) on disk.

Swift Recon is middleware that is installed in the object servers pipeline 
and takes one required option: A local cache directory. To track 
async_pendings, you must set up an additional cron job for each object 
server. You access data by either sending HTTP requests directly to the 
object server or using the swift-recon command-line client.



There are some good Object Storage cluster statistics but the general 
server metrics overlap with existing server monitoring systems. To get 
the Swift-specific metrics into a monitoring system, they must be polled. 
Swift Recon essentially acts as a middleware metrics collector. The 
process that feeds metrics to your statistics system, such as collectd
and gmond, probably already runs on the storage node. So, you can 
choose to either talk to Swift Recon or collect the metrics directly.
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Cross-domain Policy File¶
A cross-domain policy file allows web pages hosted elsewhere to use client side 
technologies such as Flash, Java and Silverlight to interact with the Swift API.
See http://www.adobe.com/devnet/articles/crossdomain_policy_file_spec.html for a 
description of the purpose and structure of the cross-domain policy file. The cross-
domain policy file is installed in the root of a web server (i.e., the path is 
/crossdomain.xml).
The crossdomain middleware responds to a path of /crossdomain.xml with an XML 
document such as:
<?xml version="1.0"?> <!DOCTYPE cross-domain-policy SYSTEM 
"http://www.adobe.com/xml/dtds/cross-domain-policy.dtd" > <cross-domain-policy> 
<allow-access-from domain="*" secure="false" /> </cross-domain-policy>
You should use a policy appropriate to your site. The examples and the default policy 
are provided to indicate how to syntactically construct a cross domain policy file –
they are not recommendations.

http://www.adobe.com/devnet/articles/crossdomain_policy_file_spec.html


http://docs.openstack.org/developer/swift/api/temporary_url_middleware.html
http://blog.fsquat.net/?p=16
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http://docs.openstack.org/user-guide/cli_swift_static_website.html

Pretty nifty feature that’s been in Swift for quite some time, allows users to place their 
static website content (html, css, images, etc.) into a container in swift, and just tell 
swift to serve the contents out as if it’s a regular website. URL of the site ends up 
looking like http://<swift>:8080/account/container. Pseudo nested containers are 
supported as well to provide multiple levels of hierarchy for web content.
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Swift has support for using dedicated network for replication traffic.



Source:
https://docs.openstack.org/swift/latest/admin_guide.html
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Source:
https://docs.openstack.org/swift/latest/admin_guide.html#handling-system-updates
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Source:
https://docs.openstack.org/swift/latest/admin_guide.html#handling-drive-failure
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Source:
https://docs.openstack.org/swift/latest/admin_guide.html#handling-server-failure
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Source:
https://docs.openstack.org/swift/latest/admin_guide.html#preventing-disk-full-
scenarios
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